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What kind of Cyberthreat?
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There are only two 
types of companies, 

those who got hacked 
and those who will be.

Robert Mueller
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THREAT ACTORS
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• Industrial Spying

• Theft €

• CEO Fraude

• Extortion

• DDOS

• Ransomware

• Informatie theft

• Disturbance
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Threats for companies

Virus
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• Outsider threat

• Insider threat: rogue employee

• Insider threat: negligence

• Technical failure

• Calamities
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Risk Analysis

Protect
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DISTRIBUTED DENIAL OF SERVICE ATTACK (DDOS)

BOTNETS
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Pumping up the volume

70 Mio
mobile

ThreatMetrix – Cyber Crime Report Q2-2018

IoT
powerful attacks 

that could severely 
disrupt the 

Internet

CISCO 2018 – Annual Cyber Security Report
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• Strong increase volumes through botnets of internet-connected devices

• The Internet of Things (IoT)
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DDOS
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Threat @ home

Social 
engineering

Information
Theft

Phishing

Ransomware
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Ransomware – Cryptoware (Remember the WannaCry
Ransomware 12-15/5/2017)
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What is an APT?
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• Complex malware.

• Difficul to detect – traditional protection (Firewall, Anti-Virus, IDS …) is
inadequate.
 IT - Stealth technology
 Can attack different types of operating systems. (Incl Scada,

Solaris, Linux, Router OS, MOBILE …)

• Often “a la carte” developed for one specific victim or a small group of
victims.
 General IOCs are insufficient

• Controlled by a team of people who have considerable resources.
 Often state-sponsored.

Advanced: 
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Features of an APT
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Persistent
• An APT is developed to stay under the radar as long as possible.

Sometimes it takes years before an intrusion is discovered..
 IT - Stealth technology

• If a cleanup is performed, it often happens that the system is
reinfected within a few hours / days.

• Threat:
• Data exfiltration
• Sabotage

Persistent: 

– sabotage.
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Features of an APT
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• State sponsored spionage (intelligence services )
• Data exfiltration
• Victim’s observation.
• Building backdoors into products.

• Provide a permanent presence …
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Goal of an APT
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• Economic-Scientific espionage
• State-Sponsored (o.a. 1 dossier in Oost-Vlaanderen)

• Criminal organisation
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Goal of an APT
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• Financial gain:
• Criminal organizations

 National bank Bangladesh / Swift (+/- 100 miljoen $$$)
 Carbanak case (1 miljard $$$$)
 …..

• Ex-Gov staff /Criminal organizations
 Malware-as-a-Service 
 Access-as-a-Service
 APT-as-a-Service
 …..

• Disruption of a state:
 Wada hack by Fancy Bears
 Clinton mails / DNC Hack
 Influence on election (cfr. US)
 ….
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Goal of an APT
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• Cyber Warfare
• Cyber Sabotage & Spionage
• Offensive / Defensive
• SGRS (Mil BE)
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Goal of an APT

Some Malware Just Wants to Watch the 
World Burn
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• Cyber Terrorisme
• Terro groups
• Sabotage (Utilities, transport, financial sector, …)
• Financing of terro (cfr. Carbanak, Bangladesh, …)
• Quid current possibilities / expertise?
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Goal of an APT

Malware-as-a-Service 
Access-as-a-Service
APT-as-a-Service
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• The life cycle / kill chain of an APT
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The complexity of an APT
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Protect ALL your devices AND yourself !!



The Centre for Cyber security Belgium

1. Scan your computer and use an antivirus software

2. Keep your program’s up-to-date

3. Make back-ups (cloud)

4. Recognise phishing

5. Use strong password
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SafeOnWeb Recomendations
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• Unsubscribed/ unknown email address or not from a known organization (by ex: 

Anne58632@gmail.com)

• You get scared and have to take action quickly

• Something wrong with your bank account

• An expensive order that you never placed

• Your name is not used in the message

• The message contains writing errors or an unnatural language

• You will be asked to submit online personal information

• Attachment or link

• Link does not match what can be expected.

• Your system requests unexpected permission to install a program.

 AWARENESS IS ONE OF THE KEYS!
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Recognise phishing

mailto:Anne58632@gmail.com
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Campagne 2018 – Update & Backup

Van een b ac k- u p   
word je zen

Boost je digitale 
gezondheid.

MAAK B AC K - U P S  VAN J E G EG E V E N S  
OP C OM P UTER, S M AR TP H O N E EN 

T A B L E T  VOOR H E T  T E  L AAT IS.
M EER T I P S  OP S A F E O N W E B . B E .

Regelmatige  
updates maken  

je gezonder

50%

100%

Boost je digitale 
gezondheid.

UPDATE NU JE COMPUTER, 
SMARTPHONE EN TABLET VOOR 

HET TE LAAT IS. MEER TIPS OP
S A F E O N W E B .B E .
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Cyber Security Reference Guide
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Cyber Security Reference Guide
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Legal basis
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1. Monitoring, coordinating and supervising the implementation of Belgian policy on the subject;

2. Managing the various projects on the topic of cybersecurity using an integrated and centralized approach;

3. Ensuring coordination between the relevant government departments and governments, as well as the public 

authorities and the private or scientific sectors;

4. Formulating proposals aimed at adapting the regulatory framework in the field of cybersecurity;

5. Ensuring crisis management in case of cyber incidents in cooperation with the government's Coordination and Crisis 

Centre;

6. Preparing, disseminating and supervising the implementation of standards, guidelines and security standards for 

the various information systems of the governments and public institutions;

7. Coordinating the Belgian representation in international cybersecurity forums, coordinating the monitoring of 

international commitments and national proposals on this subject;

8. Coordinating the security evaluation and certification of information and communication systems;

9. Informing and raising awareness among users on information and communication systems.
Integration of the Computer Emergency Response team(Cert.be): new organisation (focus: incident handling- information 
sharing), more capabilities (24 FTE) – High level technical experts
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• Awareness

• Botnet Eradication

• Anti-phishing  

• www.safeonweb.be
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STRATEGIC OBJECTIVES

• Cyber Security guides

• Webinars 

• Training (Gov only)

• Partnerships

• Reliable technologies

@work
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 Early warning-system
 Threats, vulnerabilities, incidents …

 Detection & monitoring
 MISP – Standard IDS - SIEM

 Baseline security norm & audit
 Directives, guidelines, norms

 Incident response
 Diagnosis, response
 Incident management system
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STRATEGIC OBJECTIVES
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• Upscaling 

• Definition of responsibilities 

• Procedures

• Tested during exercises 

• (CMX/Cyber Europe 2016)
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NATIONAL CYBER SECURITY EMERGENCY PLAN
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Cybersecurity Incident?
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• Better CERT.BE – CCB collaboration/integration

• More capabilities (24 FTE) – High level technical experts

• > 60 % information sharing

• Incident handling

• CERT@CERT.BE
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TOWARDS A STRONGER CERT.BE

Know-how

Trust 
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• Cyber Security Information Sharing

• Collect incoming information

• Collect open source, partner & commercial IOCs and rules

• Information analysis & registration (quality control, correlation and linkage… )

• Distribute of advisories & warnings

• Participate in cyber threat information sharing communities

• Threat assessment reporting (constituents, management, partners, …)

• Register & evaluate incoming messages (assessment, triage, prioritization)

• Monitor detection tool alerts for Gov sites

• Trigger necessary actions based on the message evaluation

CERT.BE – 2017
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CERT.BE 2017
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• Incident Response & Intrusion detection

• Coordinate incident response (24/7 on call at home)

• Design the IDS platforms

• Design architecture to search through logs with SIEM

• Digital Forensics & artefact analysis

• (malware analysis, sandboxing…)

• Creation and distribution of IOCs and rules

• Vulnerability and penetration testing (on demand)

• Development and maintenance of systems for handling automated feeds

CERT.BE – 2017
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CERT.BE 2017
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